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A BRIEF SUMMARY ON INDONESIAN PERSONAL DATA PROTECTION LAW 

PREPARED BY MAA LAW  

 
 

I. Prologue  

Government of Indonesia with the approval from the House of People’ Representatives 

(Parliament of Indonesia) has passed the law on Personal Data Protection (Undang-

Undang Perlindungan Data Pribadi) into a law on 20 September 2022 (“PDP Law”).    

However the Law will come into effect after the Presidential’ signature is obtained and the 

promulgation process is deemed to be completed no later than 30 days from the 

Parliament’s approval was given.   

Prior to this PDP Law, the regulations on Personal Data Protection were scattered in 

various sectors.  This long waited legislation aimed to serve as an umbrella to provide 

legal protection and to prevent the Personal Data from being exploited, misused and 

mistreated causing harms to the constitutional rights of the Indonesian subject of Personal 

Data (Data Owners).    

Set out below is a brief summary of the Law, focusing on the most relevant and critical 

issues which may apply for private sectors including insurance services providers and its 

related businesses.  Please note that for the reason we have mentioned above pertaining 

to the ongoing promulgation procedures, our review was made on an unofficial document 

of the Law, which were accessible from Draft Bill of Law of 2022 (hukumonline.com) as of 

29 September 2022.   

In light of the above, it is advisable that any decision or action in that regard must only be 

made in reliance on the official version of the Law as issued by the Government.          

II. Summary   

1. Applicability  

PDP Law will apply to all public institutions, corporations, international institutions, 

and any individuals who are engaged in Data acquisition and Data processing activities, 

whether or not it is existing and/or operating in Indonesia.  Therefore any party 

breaching or violating this Law that cause impacts or damages towards any Indonesian 

Personal Data subject even if they do not reside in Indonesia, will be subject to legal 

punishment under this Law.       

https://www.hukumonline.com/pusatdata/detail/lt561f74edf3260/ruu-pelindungan-data-pribadi-tahun-2022
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2. Nature of Protection  

The objective of PDP Law is to confer a legal protection to any Personal Data containing 

General Data and/or Specific Data to be acquired either from electronic or non-

electronic sources.  

General Data comprises the following information:  complete names; genders; 

nationality; religion; marital status; and/or any combined data that can be used for 

personal identifications, such as: mobile phone numbers and IP Address.    

Meanwhile, Specific Data contains the following elements of information: medical data 

and records; biometric data; genetic data; criminal data and records; children’s 

personal data; financial data; and/or any other kind of data as may be referred to in 

other laws and regulations.  (Note: the category of Specific Data may possibly be 

updated or added with any other data to be included or specified in other regulations).                

Notably, there are differences in terms of treatment and requirement when it comes to 

handling a Specific Data:      

a. Data Controller must perform a special assessment to determine whether it contains 

any potential high risks and exposures to the Data Owner;  

b. Data Controllers will need to conduct a systematic and regular monitoring due to the 

nature, scope and objective of a large scale Data collection; 

c. Data Controller collecting and processing a Specific Data must appoint a person-in-

charge specifically assigned to carry out protective measures on such Specific Data.      

3. Exclusions   

The obligations to protect Personal Data under PDP Law are not applicable to any Data 

processing if they are used for individual or household purposes.  In addition, certain 

legal rights of Data Owner will be exempted to the extent the reasons for Data 

processing will relate to specified circumstances, as follows:    

a. National security and defense;  

b. Law enforcement process;   

c. Public use of Government services;  

d. Oversight function to be conducted towards financial institutions;  

e. Statistic and scientific purposes.      
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4. Use of Personal Data   

Data Processing can be performed by a private party, public entity as well as 

international institutions.  The scope of Data Processing under PDP Law will encompass 

the following activities:    

a. Obtaining and collecting;    

b. Processing and analyzing;  

c. Storing/Maintaining;  

d. Correcting and updating;  

e. Displaying, declaring, transferring, distributing, disclosure; and/or  

f. Deleting or removing of any Personal Data.     

Multi Processors   

If the Data Processing involves 2 or more parties, the parties must execute an 

agreement setting out their legal relations, and must be able to demonstrate a a proof 

of connection that they jointly perform such processing tasks.   

They must also appoint a person as a focal point whose function is to coordinate any 

shared responsibilities between the parties, and to provide communication tools in 

performing and fulfilling the obligations as required under PDP Law.    

5. Requirements for Data Processing   

A Data Controller must have a legal and proper consent to conduct Data Processing.  For 
that reason, PDP Law has clearly set out all basis for consent that can be applied by Data 
Controller subject to the nature and the objective of that Data processing.     

      
a. Expressed consent   

Data Controller will be required a specific consent from Data Owner to be able to use 

and to process any Personal Data.  The consent must be given for the specific and 

intended purpose which can be in writing or recorded mode, either using an 

electronic or physical forms, both are equally accepted and legally enforceable.    

The consent must be given for a specific purpose, so it cannot be treated as if it fits 

to all purposes not expressly stated therein.    

If eventually the acquired Data will be used for any other purposes, the request must 

be made in a clear and distinctive message so it would be easy and friendly to 

understand by each of Data Owners.  The conveyance of the request must use a plain 

and succinct language, and is required to be in the form of Indonesian language.  

When the consent is requested, Data Controller must ensure that the Data Owner is 
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well-informed and aware of the reason of Data collection.  Therefore, mandatory 

information relevant to the collection must be stated in any request for consent:    

1. Valid reason for Data Processing; 

2. Purpose of Data Processing; 

3. Kind of Data to be processed and its relevance; 

4. Applicable retention period for such Data; 

5. Detailed of Data and information collected; 

6. Processing period; 

7. Rights of Data Owner,    

After collection, Data Controller must also alert Data Owners if there are any 

changes to be made on their Data before such changing or updating.      

Further, Data Controller must be able to show all consents it has properly obtained 

as it is requested.    

b. Contractual Obligations   

If Data processing is an obligation under a certain legal arrangement where Data 

Owner also becomes a party to that, the consent will be deemed to have been 

embodied in that agreement.       

Regulatory Compliance  

Data Processing can also be permitted on the basis of an obligation that a Data 

Controller must comply with or to execute under a certain specific law.    

c. Urgent Matter for the interest of Data Owner   

In a case of an urgent matter for emergency purpose such as lifesaving in a medical 

treatment, Data Processing can be conducted without any prior consent from Data 

Owner.     

d. Performance of public services obligations by Government Agency  

e. Any other valid reasons in accordance with the needs and purposes of Data Processing 

with due observance to both Parties’ good interests.     

Risk for non-compliance  

Any Data Processing with no expressed consent given will be subject to 

administrative sanctions, taking in various forms, from warning letters, to 

suspension of business activities, instruction to Data deletion and erasure, till 

monetary penalties payment of up to 2% of the annual revenues or annual 

income depending on certain variables relevant to that legal breach.   
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Operating provisions to implement this administrative sanction is expected to be 

addressed in a Government Regulation further issued by the Government and/or an 

established agency.  

Please take note that all consents given not in compliance with the PDP Law shall 

be deemed as null and void.  Also, any clauses of the agreement which do not 

specifically require an expressed consent from Data Owner before processing is 

conducted shall be null and void.      

6. Obligations of Data Controller   

PDP Law clearly provides the obligations and the security measures that a Data 

Controller must comply when processing Personal Data:  

 

a. Data used only for intended purpose - Personal Data must be acquired or collected 

in a specific and limited way, using a proper and transparent method.  Data 

Controller must only use and process Data consistent with the intended purpose of 

such Data is collected;    

b. To do Data Verification – to ensure that Data is always accurate, complete and is in 

compliance with the applicable laws and regulations; 

c. Data Correction – to ensure any correction, rectification and/or updating on Data 

will be done no later than 3x24 hours, and must be informed to Data Owner when 

it is completed; 

d. To Maintain Records – to have and maintain all records of Data Processing;    

e. Access into Data – to give an access or entry into Personal Data process and their 

records upon requested no later than 3x24 hours.     

Note:   

 Denial for request – a request for access can be rejected on the basis that it will:    

1. cause any harm to Data Owner;  

2. give an impact to any Personal Data belongs to any other person;   

3. be conflicted with the national security interests.   

f. To do Risk Assessment - to conduct a mandatory assessment on Specific Data that 

may cause a potential high risk to Data Owner.      

g. Security Measures – to have and manage security measures of Personal Data and 

keep their confidentiality at all times (note: except where mandatory disclosures 

are required by this Law).       

h. Prevent from Illegal Processing - to prevent Personal Data from any attempt in 

illegal processing.    
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i. Prevent from Illegal Access – to take any preventive measures to protect Personal 

Data from any illegal access by applying a safe, reliable and responsible electronic 

system in Data Processing.    

j. To cease Data Processing - to cease Data Processing when Data Owner recall its 

consent, to be done no later than 3x24 hours from such recall.    

k. Suspension – will suspend Data Processing in partial or in full manner, if it is 

requested by Data Owner to be affected no later than 3x24 hours after such 

instruction received, and subsequently to inform the results to Data Owner.        

l. To terminate Processing – to terminate Data Processing when the following events 

is to occur:    

1. Retention period expires;    

2. Objective or purpose of Data Processing has been achieved;  

3. Upon requested by Data Owner.    

m. Data Erasure – to erase Data when:   

1. retention period expires;  

2. requested by Data Owner;   

3. it is not or no longer relevant to any legal proceedings or dispute settlement 

process; or  

4. Data is unlawfully acquired.    

Data Erasure must be informed to Data Owner once completed.        

 

n. Notifications on Data Breach – to notify relevant Data Owner and the authorized 

agency in the occurrence of Data breach or Data malfunctions, to be done no later 

than 3x24 hours from such event.  It must explain explain briefly on what Data 

has been breached, information on such incident, sort of preventive measures and 

any remedial actions that have been taken.       

  

7. Transfer of Data Due to Corporate Actions   

Any corporate actions to be completed by a corporation that will result in transferring 

any Personal Data to other party, such as in merger, acquisition, consolidation, and 

dissolution, must be notified to Data Owner, before such transfer taking place and 

after it is completed.         
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8. Data relating to Children and Persons with Disabilities   

New features being introduced by this Law is regarding a special treatment and 

handling when it deals with Child as well as Persons with disabilities Personal Data.  A 

special consent must be obtained from the parents and/or legal trustee for collecting 

and processing any Child Data.    

Likewise, a Data Controller must secure a specific consent from the relevant Persons 

with disabilities to enable it collecting and processing their Personal Data, and the 

process must be conducted in a proper and suitable communication tools specially 

designed for Disable groups.    

9. Obligations of Processor   

If Data Controller is to appoint a person to process the Personal Data (Data Processor), 

the latter must not act solely on its decisions, but has to follow all the instructions 

coming from the Data Controller.   

However please note that the engagement of a Data Processor will not refrain Data 

Controller from its responsibility in ensuring the security of Personal Data.    

In performing Data Processing, an appointed Processor has obligation to always 

comply with all the terms and obligations applied to Data Controller.  Any failures by 

Data Processor to comply with the obligations, and to follow with the instructions from 

Data Controller, will result in such Data Processor being liable for all risks and 

consequences arising out from such action.    

10. Data Transfer   

a. Domestic Transfer  

A transfer of Personal Data from one Data Controller to another local Data 

Controller must ensure the safety and integrity of Data transferred.  

b. Overseas Transfer   

A local Data Controller wishing to transfer Personal Data (Transferring Party) to an 

overseas Data Controller (Receiving Party) must be in compliance with the 

requirements.  The Transferring Party must observe and ensure the following 

measures have been taken:   

1. the designated country where the Receiving Party resides has adopted the 

same and equal terms, or even higher protection as those given under this 

PDP Law; 

 

2. If that regulatory framework is yet exist, it must ensure there is an adequate 

protection in place in the agreement binding upon the Parties; 
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3. In the event there is no such adequate protection binding the parties, the 

Transferring Party must seek a further consent from Data Owner.    

11. Establishment of Special Authority   

The new legal feature being introduced is the establishment of a special agency 

authorized to carry out a dedicated function to implement the Personal Data 

protections provided in the PDP Law.  That special agency will be operated under a 

direct Presidential’ order.  Its role will include the authority and duty to: (i) to oversee 

the implementation of Personal Data Protection; (ii) to provide and enforce the 

administrative sanction; and (iii) to facilitate disputes settlement between the parties.   

A further Government Regulation to issue is expected to set out a detailed provision 

needed for the agency to execute the authority.    

12. Dispute Resolutions   

Any disputes regarding Personal Data Protection which is unresolved amicably can be 

settled in-court or out-of court settlement forum available under Indonesian law, 

subject to the agreement reached by the disputing parties.   

The formal proceedings applied during the disputes settlement will be examined 

according to Indonesian laws including this PDP Law.  Admissible evidence will 

include all electronic evidences in addition to standard evidentiary rules applicable.    

13. Criminal Allegations   

The following acts will be subject to criminal charges provided under PDP Law:    

a. Unlawful collections of Personal Data, with intention to seek benefits in economy 

and causing damages to any other party;    

b. Unlawful disclosures in Personal Data; 

c. Unlawful use of Personal Data; 

d. Creation of fake Personal Data or Personal Data forgery with intention to seek 

benefits in economy and causing damages to any other party.    

  

Any legal breach or violations (including any transfer, sales, or acquisition of Personal 

Data unlawfully) will be charged with various criminal punishments from legal 

imprisonment with a minimum 4 years up to 6 years, which can also be added and 

combined with monetary fines payable ranging from 4 billion up to 6 billion Rupiah 

depending on the alleged crimes.    
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In the case the allegation is made against a corporation, the imprisonment will be 

enforced upon director, controlling shareholder, person giving instruction, and/or 

beneficial owner.  Monetary fines to be imposed upon corporation is payable up to 10 

times from applicable maximum penalty.     

Law provides other additional sanctions that may apply to corporations taking form 

in a variety redemptions (depending on the allegations committed):    

a. Confiscation in profits and assets;  

b. Suspension on business activity;  

c. Permanent restriction in carrying out certain activity;   

d. Permanent closures, in partial or in full activity;   

e. Specific performance on certain failing obligations;  

f. Payment for compensations of losses or damages;  

g. Business license revocations;   

h. Company dissolution.    

14. Further Arrangement   

PDP Law has mandated the Government to issue with some operating regulation to 

govern further implementing provisions of this Law.  However no specific time frame 

is set as to when such Regulation must be already in place.    

15. Transitional Provisions   

As the Law being effective, all Data Controllers and Processors must comply with all 

the requirements, obligations and mandatory procedures applicable on Personal Data 

Protection.  They must ensure that they have complied and satisfied with the Law 

within a period 2 years from it is enacted/promulgated.   

All existing regulations pertaining to Personal Data Protection which are not in 

conflicted with the new regulations will continue to be in force.   

 

Recommendations: 

For regulatory compliance with this Law, a few measures and actions to be taken by the 

relevant business whose dealing with Personal Data processing, amongst others things are 

highlighted as follows:    

1. To obtain or re-obtain a proper Data Owner’s consent which containing a specifically 

intended purpose for which Data is collected and used; 
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2. To establish and implement a standard operating procedure/manual guidance in Data 

Processing, to ensure it is in compliance with Personal Data Protection provision under 

PDP Law, particularly in providing a safe and reliable systems and procedures; 

3. To assign a person-in charge to manage and be responsible for Personal Data handling 

particularly in relation to Specific Data; 

4. To ensure any overseas transfer of Data especially with regard to Specific Data must 

comply with this Law and due observance to minimum security measures and protective 

terms applicable under PDP Law.   

 

Please do not hesitate to contact us if you have questions or need further information in relation 

to this matter.    

 

Kind regards,  

MAA Law  

 

Fauzul Abrar: fauzul.abrar@maa-law.co.id/  

 

-*****- 
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